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CACVI MaC. XACTH:- G ~ NAY

XACTH: @ANGAVTI ML N. AHUNG TA

f W FNETSECURITY
ALLIANCE

AUTHENTICATION IS OUR BIGGEST PROBLEM

(WE4RBH D! €he New ork Times W il it 5 T lin
ARDISING  Errsemees -
I SAGH WAN AGTUALL tates i; ity tti t
3 BILLION e ey e e How the Eurograbber attack stole 36
Fortune illi
million euros
Sensitive client emails, usernames, Breach

passwords exposed in Deloitte hack

Mashable @ technica

Cluster of “ egabreaches" compromises Check Point has revealed how a sophisticated malware attack was used to
S 1 33 mill tt . ¥t -
ey o Vi W v 1A steal an estimated Ac€&A~36 millon from over 30,000 customers of ver 30

banks in taly, Spain, Germany and Holland over summer this year.

- High Parformanss VISIEIy Solethons that soohs with your networnk.

The theft used makware to target the PCs and mobile devices of banking
customers. The attack also took advantage of SMS messages used by banks

Ehe New Pork Eimes a5 part of customers’ secure login and suthentication process.

Russian Hackers Amass Over
a Billion Internet Passwords

By Nicole Perlroth and David Gelles

Aug. 5. 2014 ¥ - = fad - 473

A Russian crime ring has amassed the largest known collection of stolen
Internet credentials, including 1.2 billion user name and password
combinations and more than 500 million email addresses, security
researchers say.

=

~ .
simpler
Vtc II i stronger
STID néng canh gia tri alliance authentication
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CACV[ M gC., AXACTH- EI ~ NAY

NH NGEGGUYCYTI gMN n° I V_, |1 XCC TH- C GI AO D CH

Tén cong vat ly co thé dién ra déi 5 A
v6i thiét bi that lac hoac bi danh cép T4n c6ng vat Iy vao thiét bj Tan 06"% _Vgt ly Véﬁéthl?t bi
clia ngudi dung nham danh cua ngwoi dung nham lam

c4p der lidu d& mao danh dung chinh thiét bj & mao

danh

Tén cong tir xa T4n cdng tir xa T4n cong tr xa
trén 8_6 lrgng Ion trén s6 Iwong Ion trén sb lwong I6n
thiét bj nguwoi ding thiét bj nguei dung thiét bj ngwdi dung
L Nh&m d4nh cép di Nh&m lam dung Nh&m lam dung
Tan cong dién rong . ligu @é mao danh théng tin nguoi phién xéac thyrc dé

ngudi ding dung dé mao danh mao danh

Tan cbng tir xa dén méy chd trung tm dé danh cap théng tin
nguwoi dung hang loat nhdm muc dich mao danh

—
vtcsmarttec

STID nang canh gia tri
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CACV [ M fC.

Ransomware cyberattacks span globe

Below are the top 20 countries affected in the first few hours of WannaCry's ransomware
cyberattack.

= More than 70,000 attacks More than 4,000 attacks Less than 4,000 attacks

Ukraine
Latvia
i S
Romania! 88
Luxembourg
Spain ftaly
Egypt Taiwan
< India
Azerbaijan S Hong Kong
Uzbekistan Vietnam
Brazil Tanzania
Tajikistan

Nigeria Kl thiopia Poland Iraq India

e 5

1‘ TARGETS UFBANK HACK ATTAGKS h

' ;?ﬂmmhhnmm .
_Casios \ Brazil \R
NEW TONIGHT i

REPORT LINKS NORTH KOREATO CYBERA'ITACKS ON BANKS -

DOW A 39.03

SITUATION ROOM

/ﬂ i L
vtc

STID nang canh gia tri

AXACTH @G 1 = NAY

An ninh mang hay an toan dir
liéu cho Viét Nam?

Viét Nam khéng thé chéng d& nhibng cudc tan céng clia cac nhém tin tic

chuyén nghiép va dwoc sw hau thuan cua chinh phi ciac nwéc khac néu khéng

thé 1am chd dwoc cac thiét bi phan cizng va phan mém trong hé thong mang.

Cell Phone
. Notworks

An toan an ninh thong tin t Wii
v Xlha rdagy BIh @ h _nch NI |

t

' simpler
stronger

alliance authentication

N a
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CACV[I M jC. AXACTH:- G NAY

O, Y&y, chingta n6i T E EiQauyén O O O Badg h . . o n ”
i | C®A Gnninh | &1 b E ABOEtwa, |Chi s6 an ninh mang Viét Nam thap
DE X @Ahb@_ro rang thi 1272 Eong A *EE B Gl b gidt minh so vdi thé gidi
tinhEy I EO Nguy¥Yn Thanh HAi , Jfoscense  wnrescns
cCoer uvng cOc An t
Lugng ngudi dung internet & Vit Nam dang tang véi téc db rét nhanh.
Tuy nhién, van d& bao mat an ninh mang lai ty 1& nghich véi syt phét
trién, gdy nén nhiéu lo ngai.
O-" C) T Q E o) T A I" O i ’E:E‘ E AR A Thfjng tin vita dugc chia sé tai buéi toa dam Chia s& nghién clru sang kién
6EOO . Al AE]| OFE KU h A é @:3 lvé CNTT co ban va an toan internet tai Viét Nam.
A&l Oo IylE OOdl I A1 Co Theo cuc Vién théng (bd Théng tin va Truyén théng), ty 18 ngudi dung
Thi YU png NguyVYn Vi Yt ThyY, nguy° internet tai Viét Nam da dat 53% trén tong dan s&. Viét Nam ding vi tri thi
Nghi ép vo Ctng an (bo Cing an) 16 trong top 20 qudc gia ¢ s& ngudi sir dung internet nhiéu nhét tai Chéu
A va dé tudi ngudi sir dung da phén |& ngudi tré, chiém hon 50% so véi
téng dén sé.
Myanmar 0.263 100
et Narn 0945 - a- dAY yaitoan an ninhthéngtin
Afghanistan 0.245 101 Y CRe m" dZI'gI@V- _T”Ch bao C?‘O 2l
ninhY' y yighn O UgdA U201%
— Syrian Arab Republic 0.237 102 ~ o
t : " !Iliang gg%?i%ircation

www.vtcsmarttech.com.vn



CACV[ MigC. AXACTH:- E©I ~ NAY
LhUR VAXACTH: CRUY/JITH NG

NH N@[ Mgn M,
S Mat khdu c6 thé bj danh
Mat khau co the duoc cap hang loat t&r may cha
nhap vao cac trang hé théng
gid mao va bj 14y cap | '

B4t tién cho ngwoi dung
khi phai nhap mat khau
khau trén di dong ‘

L socnis 4 Device

Qua nhiéu mat khau
dé nhé. (ngan hang,
mua sam, mang xh...)

Authentication

simpler
stronger

Xact htec uy @nmymudk h X u
I iance authentication

)

VtC';wﬂu.‘ LLECl]
STID néang cénh gia tri
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CACV[ MigC., AXKACTH- Gl =~ NAY

NH N@r Man M, LhUR VAXACTH- CRUY/JITNH NG

Nguy co danh cip OTP
theo thoi gian thwe qua
MITM-MITB

BAt tien khi nhap OTPo

trén di dong

=~

| Gia OTP token dét va

internet

nguwoi dung khéng H3a4k Rt
mudn mang thém 1 _  ax e e n
thi&t bi b&n minh ~—— | Van de bao mat trén
dwong truyén SMS
cing la mét dau hoi lon
VtC \ o \ XaCt h -b &mp (TOken/SMS) !Illang gg%ﬁ?jélrcatlon

STID nang canh gia tri
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CACVI M gC. AXACTH:- G NAY

NH N@f Magn" " VM, LhUR VAXACTH: CRUY JTNH NG

MaS G, Wirus ¢ KAddiizOr &
o Em | o
Websiteft S Y 2 -> b Khongphu K 1 43u A
LIEI X khachhangdi S ¢ y 3

Xact h b &R Code

)
=h
o

' simpler
rrrrrrrrrr

vtc
S
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CACV[I M jC. AXACTH:- G NAY

NH N@r MgCiiNe NNKACTH:- G N GIGAY

NHU’NG VAN PE CAN PEN XAC
THUC

Quanhi @dk h Xpuh [

g . Ban c6 mudn dang nhap? Ban cé mudn xoa tat ca email cia ban?  Ban c6 mudn ddi dia chi nhan hang?
n hchot it ¢ h - g nhap : n?  Banc . an hang
ﬂi Outlook [v  (@)New Delete_ +

D b L 8§ nrhbltm itai Delete all
k h o Eannhan n J] dung
mdk h Xlun h, L hgi [

h o K& diengchung

»Z emails
]
Outlook

A - Ban c6 mudnchia sé thong tin Ban c6 mudn chuyén tién Ban c6 mubn chuyén khoan
Md tk h qu hOﬂg g dih | C vé phim chup nha khoa? 6 cho bd/ me minh? 6 dén trang lazada.vn, tiki.vn,...
. \ = . [ - 2 \ X 2
v. mg edung khi x II_ KA - " dé mua hang trwc tuyén? @

s c ,gayran h ibQdti. 1 | ﬁ'w . 5 PN

_=>NhuO UddA Y1 Ti K Wuayy K §&antoan S WnSOKra

t I o simpler
STID néang canh gia tri alllance tion




CACVI M C. AXACTH:- G  NAY
NH N@[ N JCHUNG
1.Mdk h X u khéngantoanv . mHiti,L Rbci tréht h b it . n g
2. Cacp h €t rhgxéct h thayt hphb i g hla OTPn h €khgk h tkhi
t r khdlw . quymol . (BMSOTP,OTPTokenchiphicaovab Hiti,é )n
3.M & b [mdyéuc Fpuht h uvaomhuc Fu'd. nlgtkhic Fknht™ p
2-3p h €l rhgkéet h cholnhuc Fvagayb Hti chon g @lurg
4, Cacp h €H n ghantichr _roc Fthongtin L [ m[x@ct h L & § mik
val ‘©aq u ylJ] tohinhxacchocacv blhQ

/ﬂ ~ -y

5555555

vtc NCO S
D ré Ayt alliance icati

www.vtcsmarttech.com.vn 10/29
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https://fidoalliance.org/
https://fidoalliance.org/

TIEUCHUf XACTH- EIDO/FIDO2

XAC TH- EIDO LA GI?

- FIDOIl © teéut huXnt x 8@ €dungll, tdp kh[ d, ng tr°n t
phg&t t di@nWinhcbngn g hFIDO Alliance do cac congty/t 'c h hang Ll f u
t hg]i sang|l dngnvaon £ rA014 n h ©

- FIDOs  d_, ng c!ng RhgdnmHwE cay ttéht [tib Jgitl  nhgo Hred t

m« s LW x8c th kKhhg@EmdEmRX¥nmg m Qu n "y gi ¥
blfo mdt v~ giIm khXWL rngh’dl ngyi &pk nmesE i d %ng
ph[i nh, gus8 nhi Qu mdt khXu khS8c nhau chc

- FIDOLandgFbh€ < d,. ng r, ngn Qodinvgdr & h ¢t8ucyd]m r
hfh/ldict hi mth @aytinh,t hibdgt Lvam8y t2nh bl[ng.

www.vtcsmarttech.com.vn



TIEUCHUf XACTH- EIDO/FIDO2

XAC TH- EIDO LA GI?

- FIDOphanra2l| oxaAct h chlinh: UAF va U2F

CUAFI = m t ti °u chauyXju ' (ZFA)bD Gunsgihrdlpht cb€ [ m bi /Jn
tay,c [ tmi Rhuén mHh o Hbcunggi = noig

CU2F | m t ti°u chuXnd/ bhbggphldpghai wn/jus8tc
kh-a blo.mdt USB
PASSWORDLESS EXPERIENCE SECOND FACTOR EXPERIENCE
(UAF standards) (U2F standards)

LAMLIML AUTH RCUULST LOCAL DEVICE AUTH

OINLIME ALTH REQUEST LOCAL DEVICE AUTH SUCCESS

vtc
S

www.vtcsmarttech.com.vn




TIEUCHUf XACTH- EIDO/FIDO2

XAC TH- EGIDO2 LA GI?

- FIDO2 latieuc hu Kk nngh dhpiy JJu '
m. n h Blt€ RDO phatt r in\Wn2018.

- FIDO2 bao g nhal tieu ¢ h u Xm ila FIDO2 BRINGS SIMPLER, STRONGER
WebAuthn va CTAP: AUTHENTICATION TO WEB BROWSERS
(; WebAuthn |a m, USE WHAT'S ON YOUR PC..
, cho phép n g ‘€ diing e 1 (@ e|B)[E
' £ nngh dvpo cac trang web m_ tach an ‘ P } f@” 1 o e voun o
toan va d . dang. E— - . E] D O
FROM LEADING BROWSERS _
C CTAPIlam t eceeo0

, cho phép p h€hng
ti xact h gaot i Arptoan v , trinh
vtcsm: "d u y' t !'I.Iia nco; gg{:)r?i%ircation

www.vtcsmarttech.com.vn



TIEUCHUf XACTH- EIDO/FIDO2

M C TlaU C.A FIDO/FIDO2

4 [
[
[
|
|
— N\ |
% ) m : I'. simpler
- E A I alliance :E&g?m‘tall;:atlon
<(Q= :
£ (" == l
o I
c P ==-- : ———————————————
O I
<«O- :
m “g Ih_@mm_l
> =] L
“ Sl
!
* %k k K
—————
- : >
Bat tién DPon gian

A Tién str dung £ o




TIEUCHUf XACTH- EIDO/FIDO2

XCC TH-C nuN GI &N HuN

Loai bd mat khau Chi v&i mét twong tac Hoat d&ng vé&i nhiéu Xac thye twong tw Nhanh chéng va
gay bét tién duy nhat véi nguwdi ding thiét bj phd bién v&i nhiéu loai thiét bj tién loi
khac nhau
VtCSTIDn_ 9;: n !’I.Iiancoe: :iu?t:?’l\?::ééir ation

www.vtcsmarttech.com.vn




TIEUCHUf XACTH- EIDO/FIDO2

XCC TH- C AN TOéN HuN

Dwa trén nén tang

o . Khoéng c6 lién két
khda céng khai

nao gitra cac tai khoan,
dich vu

. Sinh trac hoc
Key nam ¢ thiét bj lubn di kem v&i thiét bi
SerA\/er‘khc’“)ngAIu’u‘ trdr Khdng co giao thire

bat ky bi mat nao th(r 3 ndo can thiép

www.vtcsmarttech.com.vn



TIEUCHUf XACTH- EIDO/FIDO2

FIDO/FIDO2 h o Ut mdh ©hngo?

Chudi ngau nhién

n3 Authenticator

Yéu cau ngudi dung Ky di li¢u

xac thyc ban than Private key Phan hoi Publickey -
FIDOh o @ © rdgrténv i &c thongquav i & ic dran
sinht r la @ maPINva S @ u ringngquaFIDCserver

www.vtcsmarttech.com.vn



TIEUCHUf XACT H- EIDO/FIDO2

FIDO/FIDO2 h o Ut mdh ©hngo?

P h €tphagxact h n g @llng
naoll a kL ©'secd, A g

Khoéab [mdlt €' bdwb un g

cachnao(SE, TMP, TEE € ) ?

Authenticator

www.vtcsmarttech.com.vn



TIEUCHUf XACT H- EIDO/FIDO2

KHOC B&O MxTLmbhhnga

- Khodb T mdt € mahoaval €uvangn h L lcdw, H Li @anhc . & h ib Jgit
L nteen cho chip Apple hay trén cho chip ARM hay trén
cho chip Google.
A Chodut hibigitt , nbgd2 nh mal ware, mal ware c¢- th'
t o" n h LUOSQayArdioid,h r uy xublt m i thing tin
nh€eng n- s& khlng thW truy xubltmdt o nh_n

- Khing<€dungm" k ho § L i b Rnmik ol t hs vi x
trong v%ng blo npdbding@isx §d_tnly &ho§ x8c th
d. | i unthtong b,

www.vtcsmarttech.com.vn



TIEUCHUjf§ XACT H- EIDO/FIDO2

KHOC BuO MxTLmbhngy

Security
Enhancements
for Android
Samsung TIMA and RKP
Knox TrustZone
Faster algorithms Platform

Secure Boot/
Trusted Boot

Hardware Root
of Trust

Faster Secure Enclave

TrustZone ctia ARM hoat déng twong twr Secure Enclave, n6 ciling tao ra mét ving an toan dé Iwu
khoa bao mat. Chang han nhw phan mém Samsung KNOX chay trén ving bao méat TrustZone nho
d6 noé tach biét hoan toan v&i phan con lai cia hé thdng. Dich vu Samsung Pay ciing st dung
TrustZone dé bao mat théng tin thé thanh toan.

s d_ nvgngn h b [ mmd Secure
S Enclave hay TrustZone L V§ [ mmd thong tint htflianh toan.

STID néng cénh gia tri

~ .

o simpler
I stronger
a

Iliance authentication

vitc



TIEU CHU§f XAC T H- EIDO/FIDO2
FI DO/ FI DO2 RHBNAGX T
Do dai khoa RSA Do dai khéa ECDSA
FIDO s d_ ntghutddan b [ ondt (bit) (bit)
FCDSA mYnwanhanh hhmso v, i 1024 160-223
t h utaln b |,_ ond =SA L a nL’g*eo C 2048 224.225
. ng, nrg, 1E trong l omh &Y 3072 256-383
t § rklgpa cong khai ( n @, ntgpng =680 FTYRIE
Ch _kys).
15360 512+
Bang 3. Thiee nghiém cai dat cac lheoc dé trén PC va thiét bi USB PKI Token.
Lwoc do / RSA ECDSA
MGoi trwong Sinh chir ky Kiém tra Sinh chir ky Kiém tra
chir ky chir kv
PC 62ms 47ms 15ms 16ms
USB PKI Token 2.5s 2s 1s ls

www.vtcsmarttech.com.vn




TIEUCHUf XACTH- EIDO/FIDO2

FIDO/FIDO2n h™ C N@, NGAOn A1

Trongcach 't h " lhignngh dhpi cdn h Single Sign-On (SSO)vah 't h ™ n ¢
g u [lyndanh sach n g €duing.

Trongcac ng . ndil n g Wung c bilgnh n £ nxgc t h bcunvin tay
h o Hoch ddnY nkguén m Huitho n g ‘€diing.

Trongcacd oht r t aydm&@cn Qnh [ nmgas i t nd & hngan
hangt r t ay fjluy¢c dp dungl @guy.Qn

Trong cact h ib Jjofré

—)
/ﬁ
VtcsnD

- 4nh gia tri uthentication
www.vicsmarttech.com.vn 24/29
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TIEUCHUf XACTH- EIDO/FIDO2

CACTx PR O& CONGNGH TRENTHsGI . ING@, NGIDO2:
- Thang 1/2019, h 'L i @anh ! Qdh u RKIDO2,h .t rhhat t hibJgitt ng

- Thang 7/2019, Google k /]t~ p . Yubico L Wamdus [ p h Xkhéa xact h van tay
c huRIDO2,vah t rxact h cacd o hc. &oogle.

- Thang 9/2019, Apple c dp h drinh d u y Safari, h " L i Q@anh vah Li Qu
hanh h. .t rkhéab [ endt h u XIBO2 L' V¢ ['ti h i quyntrinh xac

t h clwoh sinhthéic , Apple.

- Thang 10/2019, Microsoft ¢ | n.gn gl, ngh u Xac t h FDO2 vao p h fmQm
, vas & . rh .t rFIDO2 trong cac phiénb F hi J]p
theoc . la L i ®@anh Windows.

—)
/ﬁ
Vtcsno

a h gia tri uthentication
www.vicsmarttech.com.vn 24/29
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TIEUCHUf XACTH- EIDO/FIDO2

H TR NANJ N i NG

A Win 10+, MAC OS 10.15+, iOS 13.3+, Android 7+
A Browsers: Google Chrome, Microsoft Edge, Mozilla Firefox, Apple Safari

FIDO CROSS-PLATFORM SUPPORT
lﬁl

AnN230I1D

O

QUALCOMM

www.vtcsmarttech.com.vn

SAMPLE: FIDO-ENABLED SERVICES

Google ",,\)/ akeepereb Yy facebook.
aetna docomo
o 9.9 BILLION+

w ¥
@f&b‘-&ﬁ‘ Drophox

BAMNK OF CHINA
Al T}
ey P

& BCcard

’ PayPal

NNNNNNNNNNNNN

~
I
2

Ilfance

salesforce

w




TIEUCHUf XACTH- EIDO/FIDO2

BANG SO SANH XAC THUC FIDO VOI CAC XAC THUC TRUYEN THONG

. . _ A A L1A , N : Nhap ma sb gt tir Van tay Van tay
Phwrong thire xac thue Nhap mat khau Xac nhan qua link SMS hodc email Khuon mit Khuon mit
dung
Tinh tién loi Tl} ap et S“,dl'mg Trung binh Trung binh Thap
mat khau phirc tap

Tinh pho bién Co Co Co Co DPang phé cap

Do bao miit Phy ﬂl,ugc Adg p]}u'c Phy ﬂ}ug::‘plmimg Trung binh
tap cua mat khau phap bao vé

Téc d6 xdc thwe Trung binh Trung binh Trung binh Trung binh Nhanh

Yéu céiu phén cimg Khong Khong Khong PKI token Khong

2]

,ﬁ"ﬁ
vtc:—'-«r +2a-h

STID nang cénh gia tri

www.vtcsmarttech.com.vn 24/29
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H P TCC iSIDOALIANCE

—

STID nang canh gia tri

" fido simpler,
O

alliance | authentication

STID la thanh vién ¢ . B&n minh cong n g hFIDO Alliancet _n £ R017

www.vtcsmarttech.com.vn



H P TCC iSIDOALIANCE

ertification

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY'’s achievement of FIDO® U2F Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT
JOINT STOCK COMPANY

Product: STID NFC U2F

Specification: Universal Second Factor (U2F)

Specification Version: 1.0 (2014-12-09)

Implementation Class: Authenticator

Transport: NFC

Policy Version: 1.2.5

Interoperability Date: March 9, 2017

Conformance Self-Validation Date: February 23, 2017
Derivative: No

Source Certificate(s): N/A

ertificate No.

c U2F100020170404b01
ﬁ d Or

CERTIFIED '™ Issued
April 4, 2017

STIDL « € RDO Alliancec blph 1 §chot h ib JURF Authenticator (thang 4 n £ 12017)
) Fdo e

\ stronger
STID nang canh gia tri alliance authentication

www.vtcsmarttech.com.vn
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$IDO A LIANCE

(ertification

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT STOCK
COMPANY’s achievement of FIDO® UAF Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT
JOINT STOCK COMPANY

Product: STID UAF Server

Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)
Implementation Class: Server

Policy Version: 1.2.5

Interoperability Date: March 9, 2017

Conformance Self-Validation Date: March 23, 2017
Derivative: No

Source Certificate(s): N/A

Certificate No.

ﬁ d o g UAF100020170331005

CERTIFIED "M Issued
March 31, 2017

STIDL « € RIDO Alliance ¢ blp h  ©8 §icho UAF Server (thang 3 n £ 12017)

A simpler
I \ stronger
alliance authentication

)

STID nang canh gia tri

vtc

www.vtcsmarttech.com.vn



H P TCC i SIDOALIANCE

ertitication

In recognition of Smart Technologies Investment & Development Co., Ltd’s
achievement of FIDO® Level 1 Certification

Company: Smart Technologies Investment & Development Co., Ltd
Product: STID UAF Client/Authenticator for iOS

Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)

Implementation Class: Client/Authenticator Combo

Level: L1

AAID: 0063#0002

Operating System: i0S

Functional Policy Version: 1.3.3

Authenticator Policy Version: 1.0.0

Security Requirements Version: 1.0.0
Interoperability Date: May 3¢, 2018

Conformance Self-Validation Date: April 13%, 2018
Vendor Questionnaire Approval Date: July 30", 2018

. Certificate No.
f-Hdo UAF10002018080]§

CERTIFIED m Issued
August 1%, 2018

STIDL & € RDO Alliance ¢ blp h 8 §cho iOS UAF Client/Authenticator L1 (thdng 8 n £ 2018)
P e 9 fido

Iliance authentication



H P TCC i SIDOALIANCE

(ﬂertifimtinn

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY'’s achievement of FIDO® Level 1 Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY

Product: STID UAF Client/Authenticator for Android
Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)

Implementation Class: Client / Authenticator Combo
Level: L1

AAID: 0063#0001

Operating System: Android

Functional Policy Version: 1.3.3

Authenticator Policy Version: 1.0.0

Security Requirements Version: 1.0.0

Interoperability Date: May 3, 2018

Conformance Self-Validation Date: April 13*, 2018
Vendor Questionnaire Appro ober QT 2018

. = ertificate No.
f.]do n UAF100020181024001

CERTIFIED Issued
October 24, 2018

x::xxzxx:x:n:x:x:;:xx:‘,

STIDL « € RDO Alliance ¢ blp h  © §cho Android UAF Client/Authenticator L1 (thang 10 n £ 2018)
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Integrated applications

User
' vy . LDAP/AD/CSDL

Devices ) STID FIDO2 Server
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CH G NGB TH" NSTID FIDO2SERVER

- User management

- User session management - Activities tracking
- FIDO2 key management - Session tracking

- License management - List keys of user

- Domain management - Request key

- Passwordless login - Document sign
- Support single sign-on

—
' £ o simpler
VtCSmartteCh | \ stronger
STID néng canh gia tri alliance authentication
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1. . ¢ blhinh lién k JJRIDO2 Server,
k Jrt " RIDO2v _ taik ho [ n g, ncg A g <€ding, tichh paoquytrinhg u [hc, a
nd. nlgwét htém, xéa h o Hocd p h d¢hbng tin FIDO2 ¢ . & g ‘€dung.

2. . ng._ nsg&c huyydinc f U L nky L J] RIDO2 Server,
ngedings d, nng t hibXKact h (RADO2key, L' i 't M orHay tinh,..) L W h hd =
qua trinh L £ nkg FIDO2.

3. tkhin g €dingt Yyduc F bt nngh dpn . nsgs& h u yy&n
c ¥ bt nngh dip/] RIDO2 Server, cung v . thongtinv Q n @ . nhgo HIE © hr €’ yéu
c F tuy ¢ d pa cac thong tin xact h c¢ a g €diing. FIDO2 Server s & Yydu ¢ f xAc
t h. c
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4, 'ngedings d_ nnyg trongcact hibJkéct h FIDO2
L «C £ nkyg L Wact h . IDO2 Server s 8<ac minh théng tin cung v . yéu c F Mac

t h FIDO2. NJ] xact h ‘thanh cong, FIDO2 Server s & blphép truy c deghon g€ i
dingvado nd, nhgo HIc @ hl € yéuc f.u

5. okhin g € dling hoan thanh vi 'scd, ngn g . nhgo Hc
d" @eh,nd_, nsg8 h hd Lk nxgu bkth _ ly phiénlamv i c cag edung
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