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CAC VAN PE CUA XAC THU'C HIEN NAY

XAC THUC PANG LA VAN PE LON CUA CHUNG TA

AUTHENTICATION IS OUR BIGGEST PROBLEM f

ALLIANCE

(WE4 R} D €he New ork Eimes
SO. UIL THAT BILLION-ACCOUNT Target to Pay $18.5 Million to 47
YAHOO BREACH WAS ACTUALLY States in Security Breach Settlement
3 BILLION
Fortune
LinkedIn Lost 167 Million Account Credentials in Data
Sensitive client emails, usernames, Breach

passwords exposed in Deloitte hack

Mashable @ technica

“ ” 2
Someone is selling 33 million Twitter Cluster Of megabr:e?‘:hes compromises
passwords on the dark web a whopping 642 million passwords

Ehe New Vork Eimes

Russian Hackers Amass Over
a Billion Internet Passwords

By Nicole Perlroth and David Gelles

Aug. 5. 2014 ¥ - = fad - 473

A Russian crime ring has amassed the largest known collection of stolen
Internet credentials, including 1.2 billion user name and password
combinations and more than 500 million email addresses, security
researchers say.

—
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How the Eurograbber attack stole 36
million euros

- High Parformanss VISIEIy Solethons that soohs with your networnk.

Check Point has revealed how a sophisticated malware attack was used to
stezl an estimated A¢S€54-36 million from over 30,000 customers of over 30
banks in taly, Spain, Germany and Holland over summer this year.

The theft used makware to target the PCs and mobile devices of banking
customers. The attack also took advantage of SMS messages used by banks
a5 part of customers’ secure login and suthentication process.
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CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG NGUY CO TIEM AN POI VOI XAC THUC GIAO DICH

Téan cong vat ly co thé dién ra doi : G
véi thiét bi that lac hodc bi danh cap Téan cong vat ly vao thiét bj
clia ngudi dung nham danh

Téan cong vat ly vao thiét bj
clia ngwdi dung nhdm lam

danh

Tén cong tir xa T4n cdng tir xa T4n cong tr xa
trén 8_6 lrgng Ion trén s6 Iwong Ion trén sb lwong I6n
thiét bj ngui ding thiét bj ngudri dung thiét bj ngwdi ding
L Nhdm danh cép dir Nh&m lam dyng Nha&m lam dyng
Tan cong dién rong . ligu @é mao danh théng tin nguoi phién xéac thyrc dé

ngudi dung dung dé mao danh mao danh

Tan cbng tir xa dén méy chd trung tm dé danh cap théng tin

nguoi ding hang loat nhdm myc dich mao danh

.
' r A simpler
4 S stronger

vtcsmarttech
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CAC VAN PE CUA XAC THU'C HIEN NAY

Ransomware cyberattacks span globe
Below are the top 20 countries affected in the first few hours of WannaCry's ransomware
cyberattack.

B More than 70,000 attacks More than 4,000 attacks Less than 4,000 attacks

An ninh mang hay an toan dir
liéu cho Viét Nam?

Ukraine
Latvia Hao Linh
B 25 X £ ~ e ~ £ ~ > - - - Z
Romania! 8 Viét Nam khoéng the chong d& nhiPng cudc tan céng cua cac nhom tin tac
Luxembourg N . . . 2 » = P . . 5 o
Spain ftaly chuyén nghiép va dwoc sw hau thuan cua chinh phu cac nwéc khac neu khéng
& lam cha d ac thiét bi phan cirng va phan mém trong hé théng mang.
Egypt Fahwais thé lam chu dwoc cac thiet bi phan cleng va phan mem trong hé thong mang
ac |
Azerbaijan ndfa Hong Kong
Uzbekistan Vietnam
Brazil Tanzania
Tajikistan

Cell Phone
. Notworks

Nigeria Kl thiopia Poland Iraq India

e 5

o TARGETS OF BAK HGK ATTAGKS s B

‘-::;,— :

. _maf Costa Rica Tl
3 Ul = ~

NEW'TonueHT : \ A An toan an ninh thong tin tai Viét Nam
REPORT LINKS NORTH KOREATO CYBERA1TACKSON BANKS | N hoaa v an dan g EX, a n d 3 nhike nhﬁ 1l

SITUATION ROOM

—_—] p -y . - o
— fido s,
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CAC VAN PE CUA XAC THU'C HIEN NAY
“Ldu nay, chiing ta ndi nhiéu dén tuyén truyén, song . , n o
téi nghi vdn dé an ninh mang cdn phdi cu thé hoa, Chi s6 an ninh mang V"?t Nam thUp
phdi ludt héa ré rang thi méi mong cdi thién dworc minh so voi thé g|(j|
tinh hinh”

Nguyén Thanh Héi, . 1 Tin 1% 04/11/17 13:38 GMT+7
Cuc trrong cuc An toan Théng tin

Lugng ngudi dung internet & Vit Nam dang tang véi téc db rét nhanh.
Tuy nhién, van d& bao mat an ninh mang lai ty 1& nghich véi syt phét

trién, gdy nén nhiéu lo ngai.

“Mot nghién ctru mdéi cua hdng bdo mat Kaspersky tai Théng tin vita duoc chia sé tai budi toa dam Chia sé nghién citu sang kién
Viét Nam cho thdy, cé téi 34 ngwoi dung khéng biét tw v& CNTT co ban va an toan internet tai Viét Nam.

bdo vé minh trén mang” Theo cuc Vién théng (bd Théng tin va Truyén théng), ty 18 ngudi dung
internet tai Viét Nam da dat 53% trén tong dan s&. Viét Nam ding vi tri thi
16 trong top 20 qudc gia ¢ s& ngudi sir dung internet nhiéu nhét tai Chéu
A va dé tudi ngudi sir dung da phén |& ngudi tré, chiém hon 50% so véi

Thiéu twéng Nguyén Viét Thé, nguyén Cuc truréng cuc Tin hoc-
Nghiép vu Coéng an (bo Cong an)

téng dén sé.

Myanmar 0.263 100
\Vict Karm 0.345 10 “Xép hang an toan an ninh théng tin
J— . on mpt sO quéc \gla N Trich bdo cdo an
| _ ninh mang toan cau — ITU 2017”
— Syrian Arab Republic 0.237 102 ~
' simpler
vtc ' 1100 e

STID nang canh gia tri

www.vtcsmarttech.com.vn 5/29



CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG VAN PE POI VOI LUU TRU VA XAC THUC TRUYEN THONG

oy LRA e A Mat khau cé thé bi danh
Mat khau c6 the duoc ‘ cap hang loat tr may chu
hé thong

nhap vao cac trang
- > b H ‘ <
gia mao va bi lay cap l
. \
!
|
|

khi phai nhap mat khau ‘
khau trén di dong

Device

Qua nhiéu mat khau
dé nhé. (ngan hang,
mua sam, mang xh...)

B4t tién cho nguoi dung

X4&c thwe truyén thong bang mat khau

—
vtcsmarttdch

STID nang canh gia tri
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CAC VAN PE CUA XAC THU'C HIEN NAY

NHUNG VAN PE POI VOI LUU TRU VA XAC THUC TRUYEN THONG

Nguy co danh cip OTP
theo thoi gian thwe qua
MITM-MITB

Bat tién khi nhap OTF"o

trén di dong

-

| Gia OTP token dét va

nguwoi dung khéng H3a4k Rt
mudn mang thém 1 _  ax e e n
thi&t bi b&n minh ~—— | Van de bao mat trén
dwong truyén SMS
cing la mét dau hoi lon
e Xac thue bang OTP (Token/SMS) fdo e

STID nang canh gia tri
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CAC VAN PE CUA XAC THU'C HIEN NAY

NHUNG VAN PE POI VOI LUU TRU VA XAC THUC TRUYEN THONG

M3 ddc, Virus Thiéu do tin cdy
 Eym o
Website Ira ddo — ﬂ!ﬁz_‘ Khong phu hop véi
khach hang di dong

Xé&c thue bang QR Code

=y -~ L
/ﬂ |||||||
!Ilianco

vtCsmarttech e IR stronger
STID nang canh gia tri
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CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG VAN PE CAN PEN XAC THUC HANG NGAY
NH(’NG VAN BE CAN PEN XAC

THUC
Qua nhicu mat khau phai
> ’( > . z X - ~ ,) . A . A > . > ? - A 2. . > ~ ~
IlhO’ ChO tat ca dlCh Vu. Ban c6 muon dang nhap? Ban c6é muon xoa tat ca email cia ban?  Ban cé mudn ddi dia chi nhan hang?

Ei OUTIOOk | v @New Delete_)
Delete all

D& bi danh mat moi tai
khoan c4 nhan néu ding
mat khau dé nh¢, don gian
hoac dugc dung chung.

» emails
r
Outlook

A A ~ Z . A Ban c6 mudnchia sé thong tin Ban c6 mubn chuyén tién Ban c6 mubn chuyén khoan
M'c.lt khau khong gan lién vé phim chup nha khoa? G cho b6/ me minh? 6 dén trang lazada.vn, tiki.vn,...

voi nguoi dung khi xay ra denlelenive i ey
su ¢0, gay ra nhicu bat tién.

=> Nhu ciu vé 1 mat khau duy nhat va an toan dwoc dit ra
ﬂ I" O :me

VtC X stronger
alliance authentication

STID néang canh gia tri




CAC VAN PE CUA XAC THU'C HIEN NAY
NHUNG VAN DPE CHUNG
1. Mat khau vira khéng an toan, vira bat tién, dic biét trén thiét bi di dong.
2. Cac phuong thitc xac thuc thay thé phd bién chi 1a OTP nhung khé khin khi
trién khai vai quy mé 1on (SMS OTP, OTP Token chi phi cao va bat tién,...)
3. Mtic dd bao mat yéu cau phu thudc vao nhu cau sir dung, doi khi can két hop
2-3 phuong thtrc Xac thuc cho 1 nhu cau va gay bat tién cho nguoi ding.
4. Cac phuong tién phan tich rai ro can thong tin dam bao xac thuc dé danh gia

va dua ra quyét dinh chinh xac cho cé4c van dé.

)

vtc
STID nang canh gia tri
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CAC VAN PE CUA XAC THU'C HIEN NAY

- Ching ta cdn mgt mé hinh méil
VtCSTlo AR RITATI
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https://fidoalliance.org/
https://fidoalliance.org/

TIEU CHUAN XAC THUC FIDO/FIDO?2

XAC THUC FIDO LA GI?

- FIDO la mét tiéu chuan xac thwe nguwdi dung déc 1ap kha dung trén toan cau, dwoc
phat trien bdi lién minh céng nghé FIDO Alliance do cac cong ty/td chirc hang dau
thé gi¢i sang 1ap nén vao nam 2014 nhuw

- FIDO st dung céng nghé xac thwe khuén mat, van tay trén thiét bi di ddng hoac mat
ma sO dé xac thwe nguwdi dung ma khong can mat khau. Diéu nay gilp tdng cwdng
bdo mat va giam rui ro bj hack mat khau, dong th&i cling giip ngwdi dung tranh viéc
phai nhé qua nhiéu mat khau khac nhau cho cac tai khoan khac nhau.

- FIDO dang dan dwoc s dung réng rai trén cac nén tang va dich vu trwc tuyén hé tro
hau hét cac thiét bi nhu may tinh, thiét bi di ddng va may tinh bang.
vtcmﬁm

, thentication
g g 1
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TIEU CHUAN XAC THUC FIDO/FIDO?2

XAC THUC FIDO LA GI?

- FIDO phan ra 2 loai xac thwc chinh: UAF va U2F

O UAF Ia mét tiéu chuan dang nhap hai yéu to (2FA) bang sinh trac hoc nhw cdm bién van
tay, cam bien khuén mat hoac bang giong noi.

O U2F Ia mét tiéu chuan dang nhap hai yéu td sir dung phwong tién xac thwe nhw chia
khéa bao mat USB.

PASSWORDLESS EXPERIENCE SECOND FACTOR EXPERIENCE
(UAF standards) (U2F standards)

CHLUINE AUTH REGUEST LECAL DEVICE ALUTH OMLINE AUTH REGUEST LOCAL BEVICE AUTH CUCCESS

TRAKNSLCTROA CETA LM & PASLYSOHD IHLERT DOMCLE
/'ﬂ’ PRESS BUTTON Ip

STID nang cénh gia tri | uthentication
www.vtcsmarttech.com.vn 14/29
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TIEU CHUAN XAC THUC FIDO/FIDO?2

XAC THUC FIDO2 LA GI?

- FIDO2 la tiéu chuan dang nhap hai yéu to
mai nhat dwoc FIDO phat trien nam 2018.

- FIDO2 bao gbm hai tieu chuan maoi la FIDO2 BRINGS SIMPLER, STRONGER
WebAuthn va CTAP: AUTHENTICATION TO WEB BROWSERS
d WebAuthn |a mc“)t USE WHAT'S ON YOUR PC...
, cho phép ngwoi dung e T [®@|[e|[Z)][E]
dang nhap vao céc trang web mét cach an | P } f@” 1 et v evices
toan va dé dang. . E] D O
FROM LEADING BRowsers TN
0O CTAP la mot eceeo0

>, cho phéep phwong
tién xac thwc giao tiép an toan voéi trinh

; 'd uyét r o simpler
vtcSTID nang canh gia tri ) alliance 'a cation




TIEU CHUAN XAC THUC FIDO/FIDO?2

MUC TIEU CUA FIDO/FIDO2

A |
I
I
|
|
— - |
S " Par | i simpler
P E A I alliance authe%tlcatlon
(G- |
£ (> mEamEE l
o [
o == : ———————————————
O |
<O- :
D 3 Mg
> =] 2
" Rl
|
* %k k K
- e e e
. : >
Bat tién DPon gian

< Tién s dung ey




TIEU CHUAN XAC THUC FIDO/FIDO?2

XAC THUC PON GIAN HON

Loai bd mat khau Chi v&i mét twong tac Hoat d&ng vé&i nhiéu Xac thye twong tw Nhanh chéng va
gay bét tién duy nhat v&i ngwdi dung thiét bi pho bién v&i nhiéu loai thiet bi tién loi
khac nhau

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO?2

XAC THUC AN TOAN HON

Dwa trén nén tang

o . Khoéng c6 lién két
khda céng khai

nao gitra cac tai khoan,
dich vu

A Sinh trac hoc
Key nam ¢ thiét bj lubn di kem v&i thiét bi
Server khong Iwu triv Khdng co giao thire

bat ky bi mat nao th(r 3 nao can thiép

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO?2

FIDO/FIDO2 hoat ddng nhw thé nao?

Chudi ngau nhién

n3 Authenticator

Yéu cau ngudi dung Ky di liéu
xac thyc ban than : Phan hoi -
Private key Public key
FIDO hoat dong dwa trén viéc thdong qua viéc kiém tra
sinh trac hoc/ma PIN va stir dung thong qua FIDO server.

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO2

FIDO/FIDO2 hoat déng nhw thé nao?

Phuong phap xac thuc nguoi dung
nao dang dugc st dung?
Khoa bao mat dugc bao vé bang
cach nao (SE, TMP, TEE,...)?

Authenticator

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO2

KHOA BAO MAT PUQC LUU O PAU?

- Khoé bdo mat dwoc ma hoé va lwu & viing nhé doc l1ap voi hé diéu hanh cda thiét bi di
déng, trén cho chip Apple hay trén cho chip ARM hay trén
cho chip Google.
> Cho du thiét bi di ddng bi dinh malware, malware cé thé chiém quyén kiém soéat
toan hé diéu hanh iOS hay Android, truy xuat moi thdng tin hay di liéu né mudn
nhwng né sé khéng thé truy xuat vao nhirng thir nam trong ving bdo mat!

- Khi ngwdi dung mé khoa dién thoai bang ma , thi vi x&r ly bén
trong vung bao méat sé xac thwc ngudi dung va sir dung khoa xac thwc nay de giai ma
dir lieu trong bo nho.

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO2

KHOA BAO MAT PUQC LUU O PAU?

Security
Enhancements
for Android
Samsung TIMA and RKP
Knox TrustZone
Faster algorithms Platform

Secure Boot/
Trusted Boot

Hardware Root
of Trust

Faster Secure Enclave

TrustZone ctia ARM hoat déng twong twr Secure Enclave, n6 ciling tao ra mét ving an toan dé Iwu
khoa bao mat. Chang han nhw phan mém Samsung KNOX chay trén ving bao méat TrustZone nho
d6 noé tach biét hoan toan v&i phan con lai cia hé thdng. Dich vu Samsung Pay ciing st dung
TrustZone dé bao mat théng tin thé thanh toan.

str dung vung nhéd bao mat Secure
I Enclave hay TrustZone dé bao mat thdong tin thé thanh toan.

STID nang canh gia tri

~ .

o simpler
I stronger
a

Iliance authentication
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TIEU CHUAN XAC THUC FIDO/FIDO2
FIDO/FIDO2 BAO MAT NHU NAO?
Do dai khoa RSA Do dai khoa ECDSA
FIDO s dung thuat toan bao mat (bit) (bit)
—CDSA manh va nhanh hon so voi 1024 160-223
thUét toan bao mét RSA dang dwoc 2048 274-225
ing dung rong rai trong linh virc Ha 3072 >56.383
tang khoé} cong khai (&rng dung trong 2680 FTYRIE
Chir ky s0).
15360 512+
Bang 3. Thiee nghiém cai dat cac lheoc dé trén PC va thiét bi USB PKI Token.
Lwoc do / RSA ECDSA
Moi truwong Sinh chir ky Kiém tra Sinh chir k¥ Kiém tra
chir ky chir kv
PC 62ms 47ms 15ms 16ms
USB PKI Token 2.5s 2s ls ls

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO/FIDO?2

FIDO/FIDO2 PUQC UNG DUNG VAO PAU?

- Trong cac hé thong dang nhap hién cé nhw Single Sign-On (SSO) va hé thong
quan ly danh sach ngudi dung.

- Trong céac &ng dung di déng, dé cung cap tinh nang xac thwc bang van tay
hoac nhan dang khuon mat cho nguw&i dung.

- Trong cac dich vu trwc tuyén nhw cac nén tdng mua sam dién t, dich vu ngan
hang trwc tuyén, truy cap ndi dung déc quyén...

Trong céc thiét bj loT...

/ﬁ,
vtc
STID nang céanh gia tri
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TIEU CHUAN XAC THUC FIDO/FIDO?2

CAC TAP POAN CONG NGHE TREN THE GIOI UNG DUNG FIDO2:
- Thang 1/2019, hé diéu hanh dat chuan FIDO2, hé tro hon 1 ty thiét bi di dong.

- Théang 7/2019, Google két hop véi Yubico dé ra mat sdn pham khoéa xac thuc van tay
chuan FIDO2, va ho trg xac thwe cac dich vu cua Google.

- Thang 9/2019, Apple cap nhat trinh duyét , hé diéu hanh va hé diéu
hanh hd tro khda bao mat chuan FIDO2 dé cai thién quy trinh xac
thwe cho hé sinh thai cua Apple.

- Thang 10/2019, Microsoft cling &ng dung chuan xac thwc FIDO2 vao phan mem
, va sé s&@m ho tro FIDO2 trong cac phién ban tiép
theo cla hé diéu hanh Windows.

vtc
STID nang céanh gia tri
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TIEU CHUAN XAC THUC FIDO/FIDO2

HO TROQ PA NEN TANG

 Win 10+, MAC OS 10.15+, i10S 13.3+, Android 7+
» Browsers: Google Chrome, Microsoft Edge, Mozilla Firefox, Apple Safari

FIDO CROSS-PLATFORM SUPPORT
lﬁl

AnN230I1D

O

QUALCOMM

www.vtcsmarttech.com.vn

SAMPLE: FIDO-ENABLED SERVICES

Google

Bankof America

% ebay  facebook

@ keeper

docomo

aetna

& GitHub

MIZIHO

(i

3.9 BILLION+
3

@ ¥ 5 ik fy Drophox

BANK OF CHINA

Zfashhm

& BCcard

~
I
2

Ilfance

salesforce

’ PayPal

w
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TIEU CHUAN XAC THUC FIDO/FIDO2

BANG SO SANH XAC THUC FIDO VOI CAC XAC THUC TRUYEN THONG

. . _ A A L1A , N : Nhap ma sb gt tir Van tay Van tay
Phwrong thire xac thue Nhap mat khau Xac nhan qua link SMS hodc email Khuon mit Khuon mit
dung
Tinh tién loi Tl} ap et S“,dl'mg Trung binh Trung binh Thap
mat khau phirc tap

Tinh pho bién Co Co Co Co DPang phé cap

Do bao miit Phy ﬂl,ugc Adg p]}u'c Phy ﬂ}ug::‘plmimg Trung binh
tap cua mat khau phap bao vé

Téc d6 xdc thwe Trung binh Trung binh Trung binh Trung binh Nhanh

Yéu céiu phén cimg Khong Khong Khong PKI token Khong

2]

,ﬁ"ﬁ
vtc:—'-«r +2a-h

STID nang cénh gia tri

www.vtcsmarttech.com.vn 24/29

o‘" simpler
stronger

Iliance authentication

O -



HOQP TAC STID - FIDO ALLIANCE

—

STID nang canh gia tri

fido i
stronger

alliance | authentication

STID la thanh vién cua lién minh cong nghé FIDO Alliance tir nam 2017

www.vtcsmarttech.com.vn



HOQP TAC STID - FIDO ALLIANCE

ertification

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY'’s achievement of FIDO® U2F Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT
JOINT STOCK COMPANY

Product: STID NFC U2F

Specification: Universal Second Factor (U2F)

Specification Version: 1.0 (2014-12-09)

Implementation Class: Authenticator

Transport: NFC

Policy Version: 1.2.5

Interoperability Date: March 9, 2017

Conformance Self-Validation Date: February 23, 2017
Derivative: No

Source Certificate(s): N/A

ertificate No.

ﬁ d o U2F100020170404001

CERTIFIED Issued
April 4, 2017

STID da dwoc FIDO Alliance cip chirng chi cho thiét bi U2F Authenticator (thang 4 ndm 2017)
) Fdo e

\ stronger
STID nang canh gia tri alliance authentication

vtc
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HOQP TAC STID - FIDO ALLIANCE

(ertification

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT STOCK
COMPANY’s achievement of FIDO® UAF Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT
JOINT STOCK COMPANY

Product: STID UAF Server

Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)

Implementation Class: Server

Policy Version: 1.2.5

Interoperability Date: March 9, 2017
Conformance Self-Validation Date: March 23, 2017
Derivative: No

Source Certificate(s): N/A

e ertificate No.
ﬁdo - uArioooz0170331005 MR

CERTIFIED "M Issued
March 31, 2017

STID da dwoc FIDO Alliance cap chirng chi cho UAF Server (thang 3 ndm 2017)

A simpler
I \ stronger
alliance authentication

)

STID nang canh gia tri

vtc
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HOQP TAC STID - FIDO ALLIANCE

ertification

In recognition of Smart Technologies Investment & Development Co., Ltd’s
achievement of FIDO® Level 1 Certification

Company: Smart Technologies Investment & Development Co., Ltd
Product: STID UAF Client/Authenticator for i0S
Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)
Implementation Class: Client/Authenticator Combo
Level: L1

AAID: 0063#0002

Operating System: i0S

Functional Policy Version: 1.3.3

Authenticator Policy Version: 1.0.0

Security Requirements Version: 1.0.0
Interoperability Date: May 3¢, 2018

Conformance Self-Validation Date: April 13%, 2018
Vendor Questionnaire Approval Date: July 30", 2018

Certificate No.
UAF100020180801001
CERTIFIED M Issued
August 1%, 2018

STID da dwoc FIDO Alliance cap chirng chi cho iOS UAF Client/Authenticator L1 (thang 8 ndm 2018)
//ﬁﬁ & L O simpler

\ stronger
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HOQP TAC STID - FIDO ALLIANCE

ertification

In recognition of SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY'’s achievement of FIDO® Level 1 Certification

Company: SMART TECHNOLOGIES INVESTMENT & DEVELOPMENT JOINT
STOCK COMPANY

Product: STID UAF Client/Authenticator for Android

Specification: Universal Authentication Framework (UAF)

Specification Version: 1.0 (2014-12-09)

Implementation Class: Client / Authenticator Combo

Level: L1

AAID: 0063#0001

Operating System: Android

Functional Policy Version: 1.3.3

Authenticator Policy Version: 1.0.0

Security Requirements Version: 1.0.0

Interoperability Date: May 3, 2018

Conformance Self-Validation Date: April 13, 2018
Vendor Questionnaire Appro obe@", 2018

. ertificate No.
f'H do UAF100020181024001 |

CERTIFIED Issued
October 24, 2018

STID da dwoc FIDO Alliance cap ching chi cho Android UAF Client/Authenticator L1 (thang 10 ndm 2018)
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FIDO2 Application Architecture
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TICH HQP HE THONG FIDO2

MO HINH HE THONG

Integrated applications

Devices STID FIDO2 S User
) \ erver / \__LDAP/AD/CSDL
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TICH HQP HE THONG FIDO2

CHUC NANG HE THONG STID FIDO2 SERVER

- User management -

- User session management - Activities tracking
- FIDO2 key management - Session tracking

- License management - List keys of user

- Domain management - Request key

- Passwordless login - Document sign
- Support single sign-on

'
P , A simpler
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TICH HQP HE THONG FIDO2

CAC BUOC TICH HQP

1. - cau hinh lién két FIDO2 Server,
két n6i FIDO2 vé&i tai khoan (rng dung cua ngw®i dung, tich hop vao quy trinh quan ly cua
trng dung dé co thé thém, xéa hoac cap nhat thong tin FIDO2 cua nguwdi dung.

2. . ng dung sé& chuyén yéu cau dang ky dén FIDO2 Server,
ngwdi ding st dung mét thiét bi xac thuc (FIDO2 key, dién thoai, may tinh,...) dé thwc hién
qua trinh dang ky FIDO2.

3. ’ . khi ngwdi dung tao yéu cau dang nhap, rng dung sé chuyén yéu
c@u dang nhap dén FIDO2 Server, cung voi thong tin vé trng dung hoac dich vu duwoc yéu
cau truy cap va cac théng tin xac thwc cua nguwdi dung. FIDO2 Server sé tao yéu cau xac
thwc.
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TICH HQP HE THONG FIDO2

CAC BUOC TICH HQP

4. . ngwdi dung s dung mét trong cac thiét bi xac thuwc FIDO2
da dang ky dé xac thwc. FIDO2 Server sé xac minh thong tin clng véi yéu cau xac
thwe FIDO2. Néu xac thwe thanh cong, FIDO2 Server sé& cap phép truy cap cho nguoi
dung vao &ng dung hodc dich vu dwoc yéu cau.

5. : khi ngwoi dung hoan thanh vigc Sw dung trng dung hoac
dich vu, rng dung sé thwc hién dang xuat va hay bd phién lam viéc cia ngudi dung.
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TICH HQP HE THONG FIDO2
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TICH HQP HE THONG FIDO2
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liance authentication
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TICH HQP HE THONG FIDO2
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