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STID nang canh gia tri

CONG TY TNHH PAU TU VA PHAT TRIEN
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CAC VAN PE CUA XAC THU'C HIEN NAY

XAC THUC PANG LA VAN PE LON CUA CHUNG TA

AUTHENTICATION IS OUR BIGGEST PROBLEM f

ALLIANCE

(Whd RB D) €he New Jork Eimes
SO. UL THAT BILLION-ACCOUNT Target to Pay $18.5 Million to 47

YAHOO BI{H('II WAS ACTUALLY States in Security Breach Settlement

3 BILLION

S Fortune
LinkedIn Lost 167 Million Account Credentials in Data

Sensitive client emails, usernames, Breach
p ds exposed in D hack

Mashable @ technica

“ ”» :
Someone is selling 33 million Twitter Cluster o_f megabl:e?Ches compromises
passwords on the dark web a whopping 642 million passwords

Ehe New PVork Eimes

Russian Hackers Amass Over
a Billion Internet Passwords

By Nicole Perlroth and Dawvid Gelles

Aug. S5, 2014 f - = - - 473

A Russian crime ring has amassed the largest known collection of stolen
Internet credentials, including 1.2 billion user name and password
combinations and more than 500 million email addresses, security
researchers say.

"
vtc

STID nang canh gia tri
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CHETSECURITY

L
o2 272 ==Y

How the Eurograbber attack stole 36
million euros

- High Parformance Visibiity Sobsfions thal scalic with youwr nefwarke

Check Point has revealed how a sophisticated malware attack was usedto
steal an estimated A¢3£54-~36 million from over 30,000 customers of over 30
banks in ltaly, Spain, Germany and Holland aver summer this year.

The theft used malware to target the PCs and mobile devices of banking
customers. The attack also took advantage of SM5 messages used by banks
a5 part of customers’ secure login and suthentication process.

~ il =

simpler
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CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG NGUY CO TIEM AN

Téan cong vat ly cé thé dién ra dbi ; e
v&i thiét bj that lac hodc bi danh cap Téan cong vat ly vao thiét bj Tén cﬁn% ygt‘ ly vér?&thn?t bi
clia ngwdi dung nhdm danh SUR ngUG] SUDE A QiR

cap di lidu d& mao danh dung chfnhdthi ht bj d& mao
an

Tén cong tir xa Tén cong tr xa Tén cong tlr xa
trén s6 lwgng 16N trén s6 lwgng Ién trén sb lwong Ion
thiet bj ngwoi dung thiét bj ngudi ding thiét bj nguéi dung
L Nhdm danh cép dir Nhdm lam dyng Nh&m lam dyung
Tan cong dién rong — liéu dé mao danh théng tin nguoi phién xéac thyc dé

nguwdi dung dung dé mao danh mao danh

Tan cong tir xa dén may chd trung tdm dé danh cdp théng tin
nguwoi dung hang loat nham muc dich mao danh

el , I ( simpler
vtcsmarttech 1
STID nang canh gia tri

1 %a stronger
Iliance authentication
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CAC VAN PE CUA XAC THU'C HIEN NAY

Ransomware cyberattacks span globe

Below are the top 20 countries affected in the first few hours of WannaCry's ransomware

cyberattack.
= More than 70,000 attacks More than 4,000 attacks Less than 4,000 attacks
Ukraine
Latvia
. s 2
Romania! 88
Luxembourg |
Spain’jtaly
Egypt Taiwan
¥ India
Azerbaijan Hong Kong
Uzbekistan Vietnam
Brazil Tanzania
Tajikistan

“d TARGETSU BANK HAGK ATTACKS h

‘ anaal institutions »':‘. - b —t
) Casincs \" Brazil \r\
NEW TONlGHT il

REPORT LINKS NORTH KOREATO CYBERA1TACKS ON BANKS |

DOW A 39.03

SITUATION ROOM

r—
vtcsr
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An ninh mang hay an toan dir
liéu cho Viét Nam?

0 - Hao Linh

Viét Nam khéng thé chong d& nhibng cudc tan céng clia cac nhém tin tic

chuyén nghiép va dwoc sw hau thuan cua chinh phi ciac nwéc khac néu khéng

thé 1am chd dweoc cac thiét bi phan cizng va phan mém trong hé thong mang.

Cell Phone
) Notworks

Ny
Mobile Phones
Room
Surveillance

An toan an ninh thﬁng tin tai
van dang |4 van dé nhirc nhﬁ I

1 Viét Nam

alliance authentication



CAC VAN PE CUA XAC THU'C HIEN NAY

“Ldu nay, chiing ta noi nhiéu dén tuyén truyén, song
téi nghi vdn dé an ninh mang cdn phdi cu thé héa,
phdi ludt héa ré rang thi méi mong cdi thién dwoc
tinh hinh”

Chi s& an ninh mang Viét Nam thap
iat minh so vai thé gioi

Nguyén Thanh Hai, NowsiBuaTin ¢y O4/M/71338C 3 i quar

Cuc trwong cuc An toan Théng tin

Luegng ngudi ding internet & Viét Nam dang tang véi téc db rét nhanh.
Tuy nhién, van d& bao mat an ninh mang lai ty 1& nghich véi syt phat
trién, gdy nén nhiéu lo ngai.

“Mot nghién ctru mdéi cua hdng bdo mat Kaspersky tai Théng tin vita dugc chia sé tai budi toa dam Chia sé nghién citu sang kién
Viét Nam cho thdy, cé téi 34 ngwoi dung khéng biét tw vé CNTT co ban va an toan internet tai Viet Nam.

bdo vé minh trén mang” Theo cuc Vién théng (bd Thong tin va Truyén thdng), ty 1& ngudi dung
Thidu twong Nguyén Viét Thé, internet tai Viét Nam dé dat 53% trén téng dén s8. Viét Nam ding vi tri thi
nguyén Cuc trwdng cuc Tin hoc- 16 rong top 20 qudc gia ¢ s6 ngudi stf dung internet nhiéu nhat tai Chéu
Nghiép vu Céng an (b6 Céng an) A va dé tudi ngudi sit dung da phén 1a ngudi tré, chiém han 50% so vdi
téng dén sé.

Myanmar 0.263 100
Vit Ham 0.345 - “Xép hang an toan an ninh théng tin
JEE— . on mpt sO quéc \gm ‘: Trich bdo cdo an
| _ ninh mang toan cau — ITU 2017”
— Syrian Arab Republic 0.237 102 ~
' simpler
vtc ' 1100 iweer

STID néang canh gia tri
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CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG VAN DE POI VOI LUU TRU VA XAC THUC TRUYEN THONG
R : Lz Mat khau cé thé bj danh
Mat khau co the duoc ‘ cap hang loat t&r may cha
nhap vao cac trang hé théng
gid mao va bi lay cap l |
| |
Bat tién cho nguoi dung } |
khi phai nhap mat khau ‘

khau trén di dong l
Something Device Authentication

Qua nhiéu mat khau
dé nhé. (ngan hang,
mua sam, mang xh...)

\
—

\' | simpler
stronger

X4&c thwe bang Password va lwu trir bang Cloud
!Illance authentication
6/29

’-’/ﬂ

STID nang canh gia tri
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CAC VAN PE CUA XAC THU'C HIEN NAY

NHUNG VAN PE POI VOI LUU TRU VA XAC THUC TRUYEN THONG

Nguy co danh cap OTP
theo th&i gian thwe qua "
MITM-MITB

BAt tién khi nhap OTPa

trén di dong

Device
|
" |Gia OTP token dét vée

ngwdi dung khéng GEEAS

mudn mang thém 1 _
thiét bi bén minh -

dwdng truyén SMS
cling la mét dau haoi lon

P o Xéc thye véi OTP (Token/SMS) fido e,

STID nang cénh gia tr Iliance authentication

www.vtcsmarttech.com.vn 7/29



CAC VAN PE CUA XAC THU'C HIEN NAY

NHUNG VAN PE POI VOI LUU TRU VA XAC THUC TRUYEN THONG

M3 ddc, Virus Thiéu d6 tin cay
I sy |

Website Ira ddo — - Khong phu hop v&i

qr
LIEI 1 | khach hang di déng

Xac thwe véi QR Code

www.vtcsmarttech.com.vn



CAC VAN PE CUA XAC THUC HIEN NAY

NHUNG VAN PE CAN PEN XAC THUC HANG NGAY
NHO’NG VAN PE CAN DEN XAC

THY'C
- Qua nhi¢u mat khau phai , , , ,
nhé cho télt ca dlCh vu. Ban cé mudn dang nhap? Ban cé muon xda tat ca email cia ban?  Ban cé muén ddi dia chi nhan hang?

@aoutiook [v  @new oelete_ s

- D& bi danh mat moi tai Delete all

khoan ca nhan néu dung mat
khau dé nho, don gian hoac
duoc dung chung.

» emails
3
Outlook

- Mat khau kh()ng gan lién vo1 Ban c6 mudnchia sé thong tin Ban c6 mudn chuyén tién Ban c6 muén chuyén khoan

AR < A vé phim chup nha khoa? O cho bo/ me minh? 6 dén trang lazada.vn, tiki.vn,...
nguol dung kh} Xay 1a sy Co, ] : dé mua hang trwc tuyén? 0
gay ra nhiéu bat tién.

s 0 g

=> Nhu ciu vé 1 mat khau duy nhat va an toan dwoc dat ra
/ﬁ = ' simpler
vtc ! i no s

STID néang canh gia tri
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CAC VAN PE CUA XAC THU'C HIEN NAY
NHUNG VAN DPE CHUNG
1. Mat khau vira khéng an toan, vira bat tién, dic biét trén thiét bi di dong.
2. Cac phuong thitc xac thuc thay thé pho bién chi 1a OTP nhung kh6 khin khi
trién Khai vai quy md 16n. (SMS OTP khong dong bd, OTP HW Token chi phi
cao va bat tién,...)
3. Mtic d6 bao mat yéu cau phu thudc vao nhu cau sir dung, doi khi can két hop
2-3 phuong thtrc Xac thuc cho 1 nhu cau va gay bat tién cho nguoi ding.
4. Cac phuong tién phan tich rai ro can thong tin dam bao xac thuc dé danh gia

va dua ra quyét dinh chinh xac cho cé4c van dé.

www.vtcsmarttech.com.vn



CAC VAN PE CUA XAC THU'C HIEN NAY

- Du kién c6 770 triéu tmg dung c6 bao

mat sinh tric hoc duoc tai vé vao nam criteo..
2019. Mobile Share of Retail eCommerce Transactions, by Country
- Bao cédo tr “Human Interface & JAPAN ®
I I les: i UNITED KINGDOM & S—
Biometric Technologl_es. Emerging B—
Ecosystems, Opportunities & Forecasts 0
, AUSTRAUA
2014-2019” cho thay: o | +49%
NETHERLANDS +399;,
* Xu huéng két hop TouchlD cta Apple seaN @
va NFC trong thanh toan. oErL E
UNITED STATES £ 3
* Nhitng cong nghé sinh trac hoc s€ duoc maLy { ) S
A oA % 7 N 5 A SN (=]
xuat hién ¢ cac dong dién thoai tam trung FRANCE ¢ ) 1 e o| = =
trong tuong lai gan. G ——— e B | 25
: = B E srazi D 22|32z
0% 50%

B Q42014 B Q42015

Ngudn: Criteo, State of Mobile Commerce Report 4Q 2015

> . , I o simpler
A ST stronger
VtC\m,;;. tcecn alliance authentication

STID nang canh gi tri
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CAC VAN PE CUA XAC THU'C HIEN NAY

- Ching ta cdn mgt mé hinh méil
VtCSTlo AR
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TIEU CHUAN XAC THUC FIDO

|
|
|
|
|
= , !
% ,’& ! - simpler
- = i | Biiante Sauneaton
<«(T- :
£ () e3uss |
=) |
c P ==--- T ————-—
L |
<O~ |
() -
w@
>

DPon gian

Tién s dung

MUC TIEU CUA FIDO
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TIEU CHUAN XAC THUC FIDO
FIDO hoat dong nhw thé nao?

Chudi ngau nhién \

n Authenticator

Yéu cau nguoi dung Ky dir lié
xac thwc ban than Private key Phan hoi

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO

FIDO hoat déng nhu thé nao?

Chia khoa dugc bao vé bang cach
nao (SE, TMP, TEE,...)?
Phuong phap xac thuc ngudi dung
ao dang duoc st dung?

Authenticator

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO

XAC THUC PON GIAN HON

Loai bd mat khau Chi v&i mét twong tac Hoat d&ng vé&i nhiéu Xac thye twong tw Nhanh chéng va
gay bét tién duy nhat v&i ngwdi dung thiét bi pho bién v&i nhiéu loai thiet bi tién loi
khac nhau

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO

XAC THUC AN TOAN HON

Dwa trén nén tang

o . Khoéng c6 lién két
khda céng khai

nao gilra cac tai khoan,
dich vu

) ) Sinh trac hoc
Key nam & thiét bi lubn di kem v&i thiét bi
Seriver‘khéngAqu‘ triv Khdéng c6 giao thirc

bat ky bi mat nao th&r 3 nao can thiép

www.vtcsmarttech.com.vn



TIEU CHUAN XAC THUC FIDO

FIDO U2F 1.x FIDO UAF 1.x

End-User Device Relying Party ~
@ ) ~ ) Deploying: Authentication 1.0
User Agent
" » Web Apps

1 FIDO Server
FIDO Authenticator T| -
\Il / \ * / m&}_\ -
IDO Client
YYyy l A\
; @ FIDO -
FIDO Authenticator .l'l FIDO Authenticator "I Authsiicatsite)

Metadata

yublco yu I)ICQ RSA
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TIEU CHUAN XAC THUC FIDO
Quy trinh xac thwe véi FIDO

0 L

Y&u cau xac thuc Xac thuc van tay* X&c thuc truc tuyén

Second Factor Experience (U2F Standards) — Xac thuc 2 16p

m
[e=]

&

./ U
Xac thuc véoi Username/Password Cam thiét bi* / Nhan nut Xac thuc truc tuyén
vtc ! N A N , , , ;..|~ (o) 2&?2;1’%'5;, ‘
seimanain % CON nhiéu hinh thire Xac thuc khac Pllienge suecton
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TIEU CHUAN XAC THUC FIDO
HO TRQ PA NEN TANG VA CAC DICH VU TRUC TUYEN

-~ -
FIDO CROSS-PLATFORM SUPPORT 1.0
| ~
'ﬁ' SAMPLE: FIDO-ENABLED SERVICES 1.9
an=mel B'"'f'm‘"“ ebu\/ faCEbOOk.
| GO gle ,>/ laheepe . sales)‘orce
f | , r docomo
il aetna

' PayPal

O e 3.5 BILLION+

QUALCOMM
intel) MIZLHO o g i
* &= o | @ 12ict: o N

OiTe2  @pccard dashiane

~

\' | simpler
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TIEU CHUAN XAC THUC FIDO

CAC THIET BI HANG PAU SfJ’ DUNG CONG NGHE FIDO

r

QLIALCOANV\

\'
|
NEW-BUND
$5 Mini Alpha Note 4,5 Note Edge Tab s, §7, Vernee

Tab S$2 S6 Edge S7 Edge Thor

: : y SONY . @ LG Electronics

Xperia 25 XperiaZ5 Xperia Z5

Aquos Zeta Compact Premium
o ﬂ
FUJITSU 2 Huawer ot Lenovo \ ZUK
Arrows Arrows Arrows Mate 8 Pt;,?:z Pgﬁ, 22 22,22 Pro
/‘ﬁﬂﬂ-’ Nx Flt Ta b I L simpler
VtC . alliance atuthegtcaton

STID nang canh gia tr
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TIEU CHUAN XAC THUC FIDO

CAC UNG DUNG FIDO CUNG HO TRQ TREN SAN PHAM APPLE

Supported iOS Fingerprint Devices

=~

.-

:gl

IPhone+ Iphone 8, X

Bankof America.

=

docomo

ebay-

IPad Mini

STID nang canh gia tri
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TIEU CHUAN XAC THUC FIDO

1. H tro: Windows, Linux, MacOS, nhiéu phuong thurc xac thuc (thiét bi keychain, dién thoai di dong, dau doc van tay, ...) va
cac phuong phap truyén thong khac nhau (USB, NFC, Bluetooth).

2. Ho trg cho cac dich vu tai chinh va Internet hang dau (Google, Bank of America
va hon 250 cbng ty trong lién minh FIDO). U2F/UAF cho phép moi nha cung cap
dich vu tré thanh nha cung cap dich vu nhan dang doc lap, hoic cho phép nguoi
ding xac thuc théng qua mot nha cung cap dich vu lién két.

3. Mot thiét bi U2F/UAF tao ra cap khoéa méi cho mdi dich vu, khoa cdng khai chi
duoc luu trir trén dich vu cu thé ma no ket noi. Vi vay, khong cé bi mat nao duoc
chia sé gitra cac nha cung cap dich vu.

4. X&c thuc hai yéu t6, st dung nén tang khoéa céng khai va hd trg trinh duyét
(Chrome,...), chong Itra dao, chiem quyén ki€m soat riéng, tan cong va cac phan
mém doc hai. De dang st dung, xac thuc nhanh, khdng can phai cai dat.

\mét cao

5. Dam bao kha ning nhan dién cao, rang budc thiét bi véi danh tinh nguoi dung.

6. Nha cung cap dich vu khong ton chi phi va hd trg phan phéi thiét bi U2F/UAF.
Nguoi dung c6 thé chon cac thi€t bi phu hgp tir nhi€u nha cung cap (NFC, USB
Touch, thiét bi di dong...).

4.An ninh
dam bao

_ﬁ\ ~
o‘ simpler
t
!I iance 2 e'rc ion

TID nang cénh gia tri

vtc




HOQP TAC STID - FIDO

fido
stronger

—

STID nang canh gia tri

vic

alliance | authentication

»
P Al

(ertitication

In recognition of Smart Technologies Investment & Development Co., Ltd.’s achievement of
FIDO®™ UAF Certification

Company: Smart Technologies Investment & Development Co.,
Ltd.

Product: STID UAF Server

Specification: Universal Authentication Framework (UAF)
Specification Version: 1.0 (2014-12-09)

Implementation Class: Server

Policy Version: 1.2.5

Interoperability Date: March 9, 2017

Conformance Self-validation Date: March 23, 2017
Derivative: No

Source Certificate(s): N/A

@ertificate No. V'
UAF100020170331005

CERTIFIED AL Issued
™ March 31, 2017

STID di duoc FIDO Alliance cap chtng chi cho UAF Server (thang 3 nim 2017)

~ oAl =
simpler
VtC | 4 stronger
STID nang canh gia tri alliance authentication
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HQP TAC STID - FIDO
(g ido -

)

STID nang canh gia tri

vic

liance | authentication

Certification

In recognition of Smart Technologies Investment & Development Co., Ltd.’s achievement S X ; |
of FIDO™ U2F Certification A {

Company: Smart Technologies Investment & Development Co., Ltd.
Product: STID NFC U2F

Specification: Universal Second Factor (U2F)
Specification Version: 1.0 (2014-12-09)
Implementation Class: Authenticator

Transport:NFC

Policy Version: 1.2.5

Interoperability Date: March 9, 2017

Conformance Self-validation Date: February 23, 2017
Derivative: No

Source Certificate(s): N/A

e, (Certificate No.
ﬁ d O I U2F100020170404001
CERTIFIED AN Issued
: April 4, 2017

STID da dugc FIDO Alliance cap ching chi cho U2F Authenticator (thang 3 nim 2017)

/ﬁ ~ il i
simpler
VtC ! o stronger

STID nang cénh gia tri Iliance authentication
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GIAI PHAP TICH HOQP
STID FIDO SERVER VA STID FIDO CLIENT/AUTHENTICATOR

STID UAF Server

STID mang st ménh bao vé an toan cho nguwei dung tryre tuyén

g , ~
1100 e
Vtcérmnéangl:étnheg% D alliance authentication
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GIAI PHAP TICH HOP
DICH VU TRUC TUYEN TU STID FIDO U2F/UAF

> .
Ks;zl Chuyén khoan truc tuyén
—

== | Xac thwc hanh chinh cong

—

Mua sam truwc tuyén
@ Bdo méat hé thong

| < ' ~ .y
simpler
II B Slrc|)1n er
STID nang canh gia tri alliance authentication

0o

|

U2F

STID Authenticate Server
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GIAI PHAP TICH HOP

GIAI PHAP CHUYEN KHOAN/THANH TOAN TRUC TUYEN

Cac tinh nang

bang nhap Internet Banking/ Bao vé giao dich trwc tuyén
Mobile Banking bang sinh trac hoc bang sinh trac hoc
] O
HS trg @ %

= ) Cai dat va tich hop Bdo tri va stra chira

==

STID nang canh gia tri
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