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Giai phap CyberID cho ngan hang

Tir viét tat
- FIDO: Fast IDentity Online
- UAF: Universal Authentication Framework
- CA: Certificate Authority
- RA: Registration Authority
- VA: Validation Authority
- TSA: TimeStamp Authority
- CTS: chiing thu sd
- CSR: Certificate Signing Request
- CSDL: Co sé dir liéu
- STID: Céng ty TNHH Dau tu va Phat trién Céng nghé Thong minh
(VTCSmarttech)
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Giai phap CyberID cho ngan hang

1. Gidi thiéu

CyberID la hé thong cong nghé theo tiéu chuan FIDO UAF dé xac thuc/dinh danh
ngudi dung va dugce tich hop véi Core Banking tmg dung cho hé thdng Internet/Mobile
Banking hién hanh ciia cac ngan hang, t6 chic tin dung hodc cho céc website thuong
mai dién tir, cong ty ching khoan. .. can dén su xac thue nguoi ding cudi. CyberlD bao
gdm phan xac thuc va ky sb trén di dong (CyberID Client) va phan xtr 1y trung tim la
hat nhan cta hé thong (CyberlD Service) tich hop tai Core Server ctia ngan hang.

CyberID dap tmg yéu cau “Giao dich loai D” theo QD/630-NHNN vé viéc
xéac thuc va ky giao dich bang thiét bi U2F/UAF va bang chung thu sb, 14 moi
truong tich hop can thiét cho cac tmg dung ngan hang, t6 chirc tin dung nhim dem lai
dd bao mat cao nhét tai thoi diém hién tai cho cac giao dich dién tur gitta ngan hang va
nguoi dung.

CyberID di duogc cip chimg chi bao mat cta lién minh FIDO, ¢6 su tham gia cta
cac to chirc cong nghé hang dau thé gidi ca vé phan mém, phan cing 13n tng dung nhu
Google, Microsoft, Intel, ARM, Samsung, Qualcomm, LG, NXP, Facebook, Twitter,
Paypal, Visa Card, Master Card, Bank of America....

(ertification

Lcrhftrm '\u
fido 5 Fisouzon
CERTIFIED qued =

Chung chi FIDO UAF Server

Tertification

Chung chi FIDO UAF
Client/Authenticator Level 1
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Giai phap CyberID cho ngan hang

2. M0 hinh hé thong CyberID x&c thwc cho Mobile Banking

2.1 M6 hinh hé théng

GIAI PHAP CYBERID CHO NGAN HANG

FIDO UAF Client/Authenticator

Internet banking Mobile banking Hé théng hién hanh ‘

=
B
wWeb sueT ‘\
%‘ OTP SMS

Firewall
CyberlD Service® ;
g

, / Nha cung cép
t-_:__::.;:J dich vy di ddng
/ OTP SMS
. Server

Server Ung dung

* Dir liju cla CyborlD Service va Core Server cé thd duge tich hep chung hojc tach rod

Giai phap CyberID cho ngan hang md rong thém phan xac thuc thong qua tiéu
chuan bao mat cip cao FIDO UAF bén canh cac kiéu bao mat truyén thong cta hé
théng. Giai phap CyberID bao gdm phan ung dung trén di dong (Client) va phan
CyberID Service tich hop tai Core Server cta ngan hang. Yéu cau diang nhép tir phia
khach hang s& thong qua Server ikng dung va tién hanh xac thuc v6i CyberID Service.

Vé6i mé hinh nay, Khach hang chi can c6 smartphone hd tro quét van tay 1a da c6
thé nang cap sir dung dich vu an toan, nhanh choéng la tiéu chi hang dau khi khach hang
st dung dich vu tryc tuyén!

Giai phap mang dén cho ngudi dung nhiéu lgi diém nhu:

> Loai bo viéc nhap mat khau phirc tap va kho nhé cho ngudi dung bang viée

quét van tay.

> Chi tich hop thém tinh ning va bd sung dir liéu khong gay anh hudong dén hé

thong cil.

> Thong tin khach hang dugc dam bao an toan va tin cdy theo tiéu chuan cta

lién minh FIDO.

> Khong tén chi phi dau tu thiét bi dau cudi phia ngudi dung, moi smartphone

déu co thé sir dung duoc.

> Hb trg dang nhap Internet Banking trén trinh duyét bang xac thuc FIDO

UAF trén di dong.
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Giai phap CyberID cho ngan hang

2.2 Quy trinh dang ky

Internet/Mobile Banking
= @ Server + CSDL nguoi diing

Dang nhap Mobile Banking

Username + Password

~—"

Giai phap dwoc xay dwng bdi STID

-.- @ Cap nhat di¥ ligu UAF vao CSDL
Bat ché 66
xac thyc bang

FIDO UAF
Queét van tay

Khi dang ky = 9
thanh cong, 0

cac thao tac xac
thyc trén Mobile
banking déu
bang UAF

Tré vé két qua

5 g'ciberlD Service

7S fido $

c
>
m

- Budc 0: Khach hang dén Ngan hang dang ky st dung dich vu Internet/Mobile
Banking dé duoc cip tai khoan méi bao gdm tén diang nhap (Username) va mat khau
(Password). Khach hang tai hoac cap nhat ung dung Mobile Banking (c6 tich hop
tinh nang xac thuc bang FIDO) vao smartphone khéach hang.

- Budc 1: Khach hang thuc hién ding nhip tng dung Mobile Banking bang tai khoan
[Username + Password] dugc cung cip ¢ Bude 0.

- Budc 2: Khéch hang dang ky UAF bang cach chon chirc ning “xac thuc UAF” bén
trong ing dung Mobile Banking. Ung dung s& yéu cau khach hang quét van tay dé
dinh danh nguoi dung véi tai khoan dang nhap duoc cap & Bude 0.

- Budc 3: Néu ding ky thong tin thanh cong, mot cip khoa public + private s& dugc
tao ra va dugc cap nhap bd sung vao dit liéu [Username + Password] cua ngan hang
d3 tao trude d6 hodc dir liéu nay co thé dugc quan 1y riéng bai hé thong CyberID tly
yéu cau cua Ngin hang. Néu ngudi dung chon kiéu xéac thuc cdp cao bang UAF nay
1am mic dinh thi cr mdi 1an dang nhap sau, Gmg dung s& yéu cau quét vén tay.

Khéa private, dung cho qua trinh xac thuc va ky giao dich, tao ra & Budc 3 duoc
Iuu trir trén phﬁn cung bdo mat cia dién thoai va khong thé duoc truy xuét ra bén
ngoai. TAt ca cac thao tac cua khach hang vé sau trén ung dung Mobile Banking
(kiém tra tai khoan, chuyén khoan, dit vé may bay, xem sao ké giao dich,...) déu
phai qua budc xac thuc véi UAF bang viéc quét van tay.
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Giai phap CyberlID cho ngan hang

2.2 Quy trinh sir dung

CyberlD Client/Authenticator CyberlD Service

Xac thyc ngudi dung

=

Xac thwe dir liéu

=

. Luwu dif liéu giao dich

I Tra vé két qua

Dang nhap Mobile Banking

Usemame + van tay

Thuc hién
giao dich
(chuyén
khoan, nap
tién...)

Quét van tay

GUi yéu céu giao dich

- Budc 1: Khach hang ding nhap vao tai khoan Mobilbe Banking xac thuc bang van
tay UAF.

- Budc 2: mdi khi thyc hién giao dich (chuyén khoan, nap tién dién thoai, thanh toan
hoa don...) nao d6, ngudi diung déu phai quét van tay UAF xac thuc/ky cho giao
dich thuc hién trude khi goi téi Server ing dung dé kiém tra.

- Budc 3: Sau khi Server tng dung kiém tra thanh cong s& luu dit liéu giao dich vao
hé thng va tra két qua thong bao qua giao dién ngudi dung Mobile Banking.

Budc 2 va Bude 3 s& duoc lap lai moi khi Khach hang thuc hién cac giao dich khac.

Chuay:
- Khi thay thé hodc lam thdt lac smartphone trong qud trinh sir dung, nguoi diing can
phai dang ky lai dich vu quét van tay UAF nay trén smartphone mdi dé vé hiéu héa
tinh nang xdc thire bang UAF trén smartphone ci.

,_’/ﬁ
VtCsmarttech

STID nang canh gia tri

Page 6



3.

Giai phap CyberID cho ngan hang

M0 hinh CyberID xac thwc va ky giao dich thong qua CA cho Mobile
Banking

3.1 M6 hinh hé théng

GIAI PHAP CYBERID CHO NGAN HANG

* DIr li§u cia CyberiD Service va Core Server c6 thé duge tich hgp chung hodc tach rod

FIDO UAF ClienVAuthenticator

Internet banking Mobile banking Hé théng hién hanh
é A -
CA Ll
.5 N Website 7 —
i é OTP SMS

: Firewall
CyberlD Service®
Nha cung cép
= 2 : ¥ i dich vu di ddng
T N OTP SMS
.’ H : ‘ ‘ = ‘ — Server
Server ing dyng

i Core Server + Database

VtC;s

TID néng canh gia tri

Giai phap CyberID xac thuc va ky giao dich cho ngan hang dugc xay dung trén
nén hé théng hién hanh bo sung thém module xac thuc FIDO UAF Client/Authenticator
phia Client va CyberlID Service phia Core Server. M6 hinh nay can CA (céng cong hoic
ding riéng) cap phat ching thu sé ding cho qua trinh ky s céc giao dich can thiét cua
ngan hang. Qua trinh xin cip phat va nhan chimg thu sb s& duoc két ndi truc tiép t6i
module giao tiép cua hé thong CA qua giao dién tng dung Mobile Banking.

Véi md hinh nay, khach hang cudi phai dau tu chi phi chimg thu s6 mua tir cac
nha cung cép dich vu CA hodc ngan hang ciing c6 thé ty dau tu xay dung hé théng CA
dung riéng nay.

Néu ngan hang khong dung chimg thu s6 cia CA cung cip ma van mudn co
chire ning ky giao dich thi c¢6 thé sir dung ludn cip khoa phat sinh trong qua trinh dang
ky FIDO UAF dé ky cho céc giao dich. Tuy nhién, cac giao dich ky s6 nay chi co gié tri
trong ndi tai ngan hang trién khai hé thong nay ma thoi.

=
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Giai phap CyberlID cho ngan hang

3.2 Quy trinh dang ky

Internet/Mobile Banking

= @ Server + CSDL ngudi ding
ocooeas

EDen .

0 &8

LR -]

4 Q

Dang nhp Mobile Banking

Username + Password

- @ Cép nhat di liéu UAF vao CSDL

“De?

Giai phap dwoc xay dwng bdi STID

Bt ché ¢d
xac thyc bing
FIDO UAF

Quét van tay I E;’

Khi dang ky — 9
thanh cdng, ]

cac thao tac xac
thyc trén Mobile
banking Gbu
bang UAF, giao
dich duoe xac
thyc bang ky sb

Tra vb két qua
Eee— s CyberlD Service
- e 3
=
Giri CSR cho CA

Bt ché 66 ~T 6 va nhan lai CTS

ky sb. Tao CSR
Giri CSR yéu cAu cip CTS l Eg

cho ngudi ding
Guri CTS 13l cho ngudi ding

bang thong tin

khach hang va
cap khoa

Dang cép khoa
va chimg thu
86 dugc cdp db
ky giao dich

- Budc 0 dén Buée 3: tuong ty cac bude trong muyc 2.2

- Budc 4: Nguoi dung bat ché @6 ky ) (co thé duoc thuc hién tu dong sau qua trinh
xéc thuc) trén tng dung Mobile Banking. Ung dung s& khdi tao cip khoa public va
private, sau d6 tao chudi CSR (Certificate Signing Request) yéu cau cap ching thu
s6 dén CA tir giao dién timg dung Mobile Banking théng qua Server itng dung cua
ngan hang.

- Budc 5: CA sau khi nhan CSR sé& kiém tra, phé duyét va cap phat ching thu sé dua
vao thdng tin c6 trong CSR nay rdi gui lai cho Server irng dung. Chimg thu sb sau
d6 dugc Server ting dung giri dén ung dung Mobile Banking dé luu trit vao ving
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Giai phap CyberID cho ngan hang

nhG bao mit cia smartphone khach hang. Ké tir lac nay, véi chimg thu sb va cip
khoa di khai tao, khach hang co thé ky sé moi giao dich sau qua trinh xac thuc véi
UAF trude do.

3.3 Quy trinh sw dung

CyberlD Client/Authenticator CyberlD Service
fido § E

CERTIFIED

Xac thuwe nguoi dung

=

Xac thue dir liéu

Déng nhap Mobile Banking

Usemame + vén tay

Thirc hién
giao dich

h 2
I(:;\ouéy:nnap Quét van tay
tién...)

Ky sb giao d|ch
Lwu dir liéu giao dich
Tra vé két qué

- Budc 1: Khich hang dang nhap vao tai khoan Mobilbe Banking x4c thuc bang van
tay UAF.

- Budc 2: méi khi thyc hién giao dich (chuyén khoan, nap tién dién thoai, thanh toan
héa don...) nao d6, nguoi ding déu phai quét van tay UAF dé ky sé cho giao dich
thue hién trude khi goi t6i Server tmg dung dé kiém tra. Qua trinh ky s6 & giai doan
nay sé str dung chimg thu s6 duoc cip tir CA trong giai doan diang ky trude do.

- Budc 3: Sau khi Server ung dung kiém tra thanh cong s& luu dir lidu giao dich vao
hé théng va tra két qua thong bao trén giao dién ngudi ding.

Buédc 2 va Bude 3 s& duoc lap lai moi khi Khach hang thuc hién cac giao dich khac.
- Khi thay thé hodc lam that lac smartphone trong qud trinh sit dung, nguoi diing can

phai dang ky lai dich vu quét van tay UAF nay trén smartphone mdai dé vé hiéu héa
tinh nang xdc thire bang UAF trén smartphone cii.
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Giai phap CyberID cho ngan hang

4 CyberlID xéac thuc cho Internet Banking

CyberlD Service

£ C
Nhép Username va doi két
qua xac thyc

CERTIFIED "W

1 GUri yéu cAu dang nhap

4 Tra két qua xac thyc

Gri théng bao (2
c6 yéu cau
dang nhap 3

Gtri dir ligu
xac thyc

Ngudi dung xac
thyc van tay

V6i ca hai mo hinh & muc 2 va 3, khach hang cudi ciing c6 thé st dung chirc ning
xé4c thyc ngudi dung khi dang nhap Internet Banking trén may tinh PC bang viéc tan
dung qua trinh xac thuc UAF trén smartphone dé ting tinh bao mat.

Pé dap tmg duoc didu ndy, phia ing dung Internet Banking ctia ngan hang sé& tich
hop thém module ding nhap bang UAF.

Cach thuc hién:

- Nguoi dung cai dat ing dung Mobile Banking va dang ky chtrc nang xac thuc web
bang FIDO UAF trén (g dung Mobile Banking.

- Tai budc dang nhap Internet Banking, thay vi phai nhap mat khau va OTP SMS (néu
c6), nguoi dung duoc yéu cau quét van tay trén smartphone dé xac thuc viéc ding
nhap.

- Néu xac thyuc thanh cong boi hé théng CyberID thi ngudi dung méi duge phép thuc
hién cac tac vu khéc cia img dung.

5 Tich hep hé théng CyberlID véi hé thong hién tai
Viéc tich hop giai phap CyberID v&i hé thong hién tai c6 thé duge thuc hién theo
trinh ty tich hop sau:

5.1 CyberlID Service
CyberlD Service la hat nhan cua ca giai phap dugc trién khai trén nén ting web
service dung dé tiép nhan va kiém tra yéu cau xac thuc tir CyberID Client giri dén t6i hé
thong Core Banking ctia ngan hang tlly vao yéu cau dua ra.

==
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Giai phap CyberID cho ngan hang

CyberID Service s& duoc STID trién khai va cung cip API cho ngan hang két ndi
tGi hé thong xéac thuc. CyberlD Service nay di dugc cdp ching chi ching nhan UAF
Server tur 1ién minh FIDO.

5.2 CyberID Client/Authenticator
CyberID Client/Authenticator 1a géi thu vién trén di dong hd tro ca hé diéu hanh
Android va iOS phuc vu cho nhiém vu xac thuc nguoi dung Mobile Banking. Nhom
phat trién tng dung Mobile Banking ctia ngan hang chi can goi cic ham két ndi t6i
CyberID Client/Authenticator dé thuc hién qua trinh xac thyc. Goi giai phap ciing da
dugc chirng nhan UAF Client/Authenticator Level 1 tir lién minh FIDO.

5.3 CyberID CA (duing cho mé hinh xac thuc va ky sé giao dich)

- CyberID CA la giai phap tong thé vé chir ky s6 bao gdbm CA server, RA server, VA
server va TSA server. Ngan hang can trién khai can nhac lya chon phét trién CA
dung riéng hodac CA cong cong:

o CA diung riéng: STID sé& tu van va phat trién hé théng nay cho ngan hang do
da c6 kinh nghiém trién khai hé thong CA dung riéng tai ngan hang SeAbank
trude day cung doi tac.

o CA cong cong: STID sé& cung cip module két ndi t6i CA (ching han NewCA,
VNPT-CA, Viettel-CA) dé gai yéu cau cip phat va cap nhat chimg thu so tir
giao dién tng dung Mobile Banking cho khach hang.

- STID ciing s& cung cap thu vién API dé ngan hang c6 thé tich hop vao hé thong ky
) giao dich, ky sb tai lieu (Microsoft Office, PDF, XML, plaintext...) trén ca
smartphone 1an mdy tinh dé ban PC/Laptop.

- Tham khéo hé thong CA do STID phat trién tai: https://cybersecurity.com.vn/

Tai liéu tham khao
1. Chung chi UAF server va UAF Client/Authenticator cua STID tai:
https://vtcsmarttech.com.vn//wp-content/uploads/fido-certified-products.html

2. Thong tin cap khoa duge luu trit trong ving nhd bao mat ciia thiét bi i0S va Android:

- 10S:
https://spr.com/ios-security-protecting-the-ios-keychain/
https://developer.apple.com/documentation/security/certificate_key and_trust servi
ces/keys/storing_keys in_the secure _enclave

- Android:
https://fidoalliance.org/wp-content/uploads/Hardware-
backed Keystore White Paper June2018.pdf
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